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1 Introduction

Google’s OpenThread is an open-source implementation of Thread. Google has released OpenThread to make the networking technol-
ogy used in Google Nest products more broadly available to developers, in order to accelerate the development of products for the
connected home and commercial buildings.

With a narrow platform abstraction layer and a small memory footprint, OpenThread is highly portable. It supports both system-on-chip
(SoC) and radio co-processor (RCP) designs. Note that the network co-processor (NCP) design model is not supported or tested, although
experimental support is available with the OpenThread stack. OpenThread implements all features defined in the Thread 1.3.0 specifica-
tion and the draft 1.3.1 specification (backward compatible with both the 1.1 and 1.2 specifications). This specification defines an IPv6-
based reliable, secure, and low-power wireless device-to-device communication protocol for home and commercial building applications.

This guide describes how to get started developing OpenThread applications using the Silicon Labs OpenThread SDK, delivered with the
Gecko SDK, and Simplicity Studio 5. Simplicity Studio 5 (SSv5) includes everything needed for loT product development with Silicon
Labs devices, including a resource and project launcher, software configuration tools, full IDE with GNU toolchain, and analysis tools.
This document focuses on use and development in the Simplicity Studio 5 environment. Alternatively, the Gecko SDK may be installed
manually by downloading or cloning the latest from GitHub. See https://github.com/SiliconLabs/gecko sdk for more information.

1.1 About the Silicon Labs OpenThread SDK

The Silicon Labs OpenThread SDK is based on the Gecko Platform component-based design, where each component provides a specific
function. Components are made up of a collection of source files and properties. The component-based design enables customization by
adding, configuring, and removing components. The application developer can use SSv5’s Project Configurator and Component Editor
to easily assemble the desired features by including those components that match the required functionality and by configuring the various
properties associated with those components.

The Silicon Labs OpenThread SDK is based on the OpenThread stack available in GitHub but with a number of enhancements, including
support of additional platforms and functionality, additional example applications, and additional metadata to allow for the seamless
integration into SSv5.

Platforms and functionality: Silicon Labs has enhanced the OpenThread source code and the platform abstraction layer supporting the
EFR32 platform in order to offer additional features provided by the Gecko Platform, such as:

e  Wi-Fi coexistence

e Antenna diversity

e  FreeRTOS support

¢ Non-Volatile Memory storage support (NVM3)

e Hardware acceleration with MbedTLS

e  Multi-PAN Radio Co-Processor (RCP)

e  Co-Processor Communication support (CPC)

e PSA Vault support

e  Proprietary Sub-GHz

e Power manager support

e  TrustZone support

Example applications: The example applications from GitHub are included in the SDK, along with new example applications showcasing
additional functionality, such as OpenThread/Bluetooth Low Energy Dynamic Multiprotocol support or Sleepy Device behavior (see the

sleepy device section in Developing and Debugging Silicon Labs OpenThread Applications for more information). The examples are
described in section 2 About Example Applications and Demos.

The Silicon Labs OpenThread SDK contains the complete OpenThread GitHub directory structure but does not use the makefile build
system provided by the GitHub solution. Instead, the Silicon Labs OpenThread SDK uses the build system provided by SSv5. The GitHub
makefile build options have been made available as component configuration options and are discussed in section 3.2 Configuring the
Project. When using the Silicon Labs OpenThread SDK to build a Host-RCP application (such as an OpenThread Border Router), make
sure to use compatible RCP and host code from the same SDK.

See the release notes available in Simplicity Studio and through docs.silabs.com for a description of the special features and the Open-
Thread stack version used for the release.
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1.1.1 Simplicity Studio 5 (SSv5)

SSv5 is the core development environment designed to support the Silicon Labs IoT portfolio of system-on-chips (SoCs) and modules. It
provides access to target device-specific web and SDK resources; software and hardware configuration tools; an integrated development
environment (IDE) featuring industry-standard code editors, compilers and debuggers; and advanced, value-add tools for network anal-
ysis and code-correlated energy profiling.

SSv5 is designed to simplify developer workflow. It intelligently recognizes all Silicon Labs evaluation and development kit parts and,
based on the selected development target, presents appropriate software development kits (SDKs) and other development resources.

The Silicon Labs OpenThread SDK is downloaded through SSv5. The GNU Compiler Collection (GCC) is provided with SSv5. Other
important development tools provided with SSv5 are introduced in section 5 Development Tools.

1.1.2 Gecko Bootloader

A bootloader is a program stored in reserved flash memory that can initialize a device, update firmware images, and possibly perform
some integrity checks. Silicon Labs networking devices use bootloaders that perform firmware updates in two different modes: standalone
(also called standalone bootloaders) and application (also called application bootloaders). An application bootloader performs a firmware
image update by reprogramming the flash with an update image stored in internal or external memory. Silicon Labs recommends that
you always flash a bootloader image along with your application, so that flash memory usage is appropriately allocated from the beginning.
For more information about bootloaders see UG 103.6: Bootloader Fundamentals.

1.1.3 Gecko Platform

The Gecko Platform is a set of drivers and other lower layer features that interact directly with Silicon Labs chips and modules. Gecko
Platform components include EMLIB, EMDRYV, RAIL Library, NVM3, and MbedTLS. For more information about Gecko Platform, see
release notes that can be found in SSv5’s Documentation tab, as well as online APl documentation in https://docs.silabs.com/.

1.2 Prerequisites

Before following the procedures in this guide you must have:
e Purchased one of the Wireless Gecko (EFR32) Portfolio Wireless Kits.

e Downloaded SSv5 and the Gecko SDK, which includes the Silicon Labs OpenThread SDK, and be generally familiar with the SSv5
Launcher perspective. SSv5 installation and getting started instructions along with a set of detailed references can be found in the
online Simplicity Studio 5 User’s Guide, available on https://docs.silabs.com/ and through the SSv5 help menu.

For a compiler, use the version of the GNU ARM toolchain installed with the Silicon Labs OpenThread SDK. The IAR Embedded Work-
bench for ARM (IAR EWARM) Compiler is currently not supported with OpenThread.
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1.3  Support

Access the Silicon Labs support portal at https://www.silabs.com/support through SSv5’s Welcome view under Learn and Support. Use
the support portal to contact Customer Support for any questions you might have during the development process.
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1.4 Documentation

Relevant OpenThread documentation is available on the OpenThread Developer Documentation site.

Documentation is also available through SSv5. It is filtered based on your selected part. Hardware-specific documentation can be ac-
cessed through links on the part OVERVIEW tab.

BB vsretstaging_385 - Smplicity Studio™ - o x
File fdé Bavigate Search Pregect Bun Window Help
Y Welcome ) Recent i Tools B install €% Prefesences [ | & Launcher {} Simplicity IDE
B Debug Adeptars "o L
e w&-5 ... [EFR32MG12 2.4 GHz 10 dBm RB, WSTK Mainboard (ID: 000440085386)
EFRIIMG12 2.4 GHz 10 dBen RE: (0:440025336)

OVERVIEW EXAMPLE PROJECTS & DEMOS DOCUMENTATION COMPATIBLE TOOLS

Create New Project

General Information l Recommended Quick Start Guides

Connected Via, ¢ J-Link Silicon Labs % Configure @ G5G170: Silicon Labs OpenThread Quick Start Guide

Debug Mode: Onboard Device (MCU)  ~ Change B 0S6169: Bluetooth® SDK v3.x Quick Start Guide

Adapter FW Tv3p3b928 @ Q56168 Proprietary Flex SDK v3.x Quick Start Guide

Update 10 1.4.4.1099 | ¢

Preferred SDK

Gecko SDK Suite v3.1.0 Manags S0Ks =
+ K u =]
M Pkt Board I Board Target Part
Wireless Starter Kit Mainboard (BRDA001A Rev EFR32MG12 2.4 GHz 10 dBm Radic Board
1 1 1
A01) BROAT624 Rev ADT) EFR3ZMG1ZP332F1024GL125
cowenIZSesbinknet = [ € 2020 Silicon Labs
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SDK documentation and other references are available through the DOCUMENTATION tab. Filter with the Thread Technology Type
checkbox to see documentation most closely related to the OpenThread SDK.
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SSv5 and its tools are documented in the online Simplicity Studio 5 User’s Guide.

SILICON LABS S|mp||c|‘[y Studio® 5 User's Guide

docs silabs.com

con Labs |oT portfolio

Simplicity Studio is the core development environment designed to support the ¢ ystem-on-chips (SoCs) and modules. It
provides access to target device-specific web and SDK re: software and hat nfiguration an integrated development
environment (IDE) featuring industry-standard code editors, co value-add tools for network analysis and code-
correlated enargy profiling

pilers and debuggers; and advance
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progression and device configuration.
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The SSv5 User Guide pages are organized into the following groups. The first

different target devices. Finally, a reference to the tools included with SSvs is provided.
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s Getting Started describes how to install SSv5 and the s
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2 About Example Applications and Demos

Because starting application development from scratch is difficult, the Silicon Labs OpenThread SDK comes with a number of built-in
example applications and demos covering the most frequent use cases and are preconfigured code designed to illustrate common appli-
cation functions. Silicon Labs strongly recommends starting development from one of the example applications.

Like everything in SSv5, the examples and the demos shown on the EXAMPLE PROJECTS & DEMOS tab are filtered based on the part
you have connected or selected.

2.1 Demos

Demos are prebuilt firmware images that are ready to download to a compatible device. The quickest way to find if a demo is available
for your part is by adding the part or board information in the My Products view and then navigating to the EXAMPLE PROJECTS &
DEMOS tab in the Launcher Perspective. Turn off the Example Projects filter. The Solution Examples filter is provided for future use.

wS.relStaging_1825 - Simplicity Studio™ - | X
File Edit MNavigate Search Project Run Window Help
‘Y Welcome D Recent 5 Tools &, Install £ Preferences 5 | # Launcher {} Simplicity IDE
ﬁ‘tDebugAdaptersl =g .
SR ANRR-DEED EFR32MG12 2.4 GHz 19 dBm RB, WSTK Mainboard (ID: 000440050128)
EFR32MG12 2.4 GHz 19 dBm RB (ID:440050128)
OVERVIEW EXAMPLE PROJECTS & DEMOS DOCUMENTATION COMPATIBLE TOOLS
Run a pre-compiled demo or create a new project based on a software example.
. :
Filter on keywords OpenThread - NCP (FTD)
This is a simple OpenThread Full Thread Device NCP application. This is equivalent to the ot-ncp-ftd
Demos . application in the OpenThread GitHub repo. RUN
Example Projects » View Project Documentation
Solution Examples »
Demo
@ What are Demo and Example Projects? OpenThread - NCP (MTD)
This is a simple OpenThread Minimal Thread Device NCP application. This is equivalent to the ot-ncp-
(1 My Products Ci4 ® & 5 H T 8| ~ Wireless Technology @ Ciear mtd application in the OpenThread GitHub repo.
[Enter product name ] [ Bluetooth (3) View Project Documentation
(3 My Products 1
yFroducts [ connect (0)
[ Matter (15)
OpenThread - RCP
0 raiL(m) This is a simple OpenThread RCP application. This is equivalent to the ot-rep application in the
Thread (12) OpenThread GitHub repo. RUN
[ zigbee (5) View Project Documentation
i Cl
~ Device Type © Clear
Host (0
O Host© OpenThread - SoC CLI (FTD)
D NCP (2) This is a very simple CLI application to test the OpenThread stack on a Full Thread Device. This is
D RCP(5) equivalent to the ot-cli-ftd application in the OpenThread GitHub repo RUN
View Project Documentation
M1 soc (%) h e
: Loghn - e © 2022 Silicon Labs

Precompiled demo application images provided with the OpenThread SDK are compatible with the following boards:

e brd4161a
e brd4166a
e brd4168a
e brd4180a
e brd4304a

Please refer to the Silicon Labs OpenThread SDK release notes for a full list of supported parts.
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2.2  Software Examples

Since typically you will finish by flashing a compiled application image to a device, connect a device to your computer and select it in the
Debug Adapters view. In the EXAMPLE PROJECTS & DEMOS tab on the Launcher perspective, filter the example projects based on

the ‘Thread’ technology type and turn off Demos.
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Run a pre-compiled demo or create a new project based on a software example.

14 resources found

Multiprotocol (OpenThread+Zigbee) - RCP (SPI)

This multiprotocol radio co-processar (RCP) application supports running OpenThread and Zighee
stacks simultaneously on a host processor. It uses concurrent multiprotocol (CMP) / multi-PAN
functionality to run the 802.15.4 networks simultaneously on the same channel. The host stacks and
the RCP communicate using the Co-Processor Communication protocel (CPC), which acts as a
protocel multiplexer and serial transport layer. The host applications connect to the CPC daemon,
which in turn connects to the EFR via a SPI link. Refer to *AN1333: Running Zigbee, OpenThread, and...

View Project Documentation

Multiprotocol (OpenThread+Zigbee) - RCP (UART)

This multiprotocel radio co-processor (RCP) application supports running OpenThread and Zigbee

- [m] x
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protocol multiplexer and serial transport layer. The host applications connect to the CPC daemon,
which in turn connects to the EFR via a UART link. Refer to *AN1333: Running Zigbee, OpenThread,

Thread (14)

Zigbee (19,
0J zighee (19) View Project Documentation
~ Device Type € Clear
[ Host (0) . .
Multiprotocol (OpenThread+Zigbee+BLE) - RCP (SPI)
D NCP (4) This multiprotocol radio co-processor (RCP) application supports running OpenThread, Zigbee, and
D RCP (7) Bluetooth stacks simultaneously on a host processor. It uses concurrent multiprotocol (CMP) / multi-
PAN functionality to run the 802.15.4 networks simultaneously on the same channel, and dynamic
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 login ~ © 2022 Silicon Labs

The example applications provided with the Silicon Labs OpenThread SDK are as follows. Most of the examples come in two variants,
Full Thread Device (FTD) and Minimal Thread Device (MTD), and are geared towards System-on-Chip (SoC) and Radio Co-Processor
(RCP) application models.

In general, the example applications are simple examples illustrating the following functionality:

e Testing with a CLI

¢ Radio Co-Processor (RCP)

e Sleepy device

e Dynamic multiprotocol

e  Multi-PAN RCP

e  Multi-PAN RCP and CPC over SPI/UART

OpenThread — SoC CLI (FTD): A CLI application equivalent to the ot-cli-ftd application in the OpenThread GitHub repo to test the

OpenThread stack on a Full Thread Device (FTD) for SoC designs. This application can be used to test the OpenThread stack against
the Thread Test Harness for interoperability testing.

OpenThread — SoC CLI (MTD): A CLI application equivalent to the ot-cli-mtd application in the OpenThread GitHub repo to test the
OpenThread stack on a Minimal Thread Device (MTD) for SoC designs.

OpenThread — RCP: An OpenThread Radio Co-Processor application equivalent to the ot-rcp application in the OpenThread GitHub
repo. While the application layer and the OpenThread core is on the host processor, this application only runs the minimal OpenThread
controller on the 802.15.4 SoC. This RCP software example must be used with a compatible OpenThread Border Router. This can be
built from the same Silicon Labs OpenThread SDK or deployed from a docker image. For more details, refer to AN1256: Using the Silicon
Labs RCP with the OpenThread Border Router.
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OpenThread — SoC Sleepy Demo (FTD): An application to start and form a Thread network on a Full Thread Device (FTD) for the
sleepy-demo. This application is used in conjunction with the OpenThread — SoC Sleepy Demo (MTD) app.

OpenThread — SoC Sleepy Demo (MTD): An application to demonstrate Sleepy End Device (SED) behavior on a Minimal Thread
Device (MTD) that attaches to a Thread network started by a node running the OpenThread — SoC Sleepy Demo (FTD) app. This
application demonstrates power manager feature support and deep sleep (EM2) mode for EFR32.

OpenThread — SoC Synchronized Sleepy Demo (SSED): An application to demonstrate Synchronized Sleepy End Device (SSED)
behavior using Co-ordinated Sampled Listening (CSL) that attaches to a Thread network started by a node running the OpenThread —
SoC Sleepy Demo (FTD) app. This application demonstrates power manager feature support and deep sleep (EM2) mode for EFR32.

OpenThread BLE DMP — SoC Free RTOS: An application to test Dynamic Multiprotocol (DMP) with OpenThread and Bluetooth running
on FreeRTOS. For more details about this application, refer to AN1265: Dynamic Multiprotocol Development with Bluetooth and Open-
Thread in GSDK v3.x.

OpenThread (MultiPan) — RCP (UART): A multipan 802.15.4 RCP (Radio Co-Processor) application. In this application, access to
802.15.4 is provided using SPINEL carried over the CPC (Co-Processor Communication) protocol using a UART connection.

OpenThread (MultiPan) — RCP (SPI): A multipan 802.15.4 RCP (Radio Co-Processor) application. In this application, access to 802.15.4
is provided using SPINEL carried over the CPC (Co-Processor Communication) protocol using a SPI connection.

OpenThread (MultiPan/BLE) — RCP (UART): A multiprotocol and multipan RCP (Radio Co-Processor) application. This application runs
multipan 802.15.4 and the Bluetooth Link Layer using DMP (Dynamic MultiProtocol). Access to 802.15.4 is provided using the SPINEL
protocol, and access to Bluetooth is provided using the standard Bluetooth HCI (Host Controller Interface) protocol. Both are carried over
the CPC (Co-Processor Communication) protocol using a UART connection.

OpenThread (MultiPan/BLE) — RCP (SPI): A multiprotocol and multipan RCP (Radio Co-Processor) application. This application runs
multipan 802.15.4 and the Bluetooth Link Layer using DMP (Dynamic MultiProtocol). Access to 802.15.4 is provided using the SPINEL
protocol, and access to Bluetooth is provided using the standard Bluetooth HCI (Host Controller Interface) protocol. Both are carried over
the CPC (Co-Processor Communication) protocol using a SPI connection.

For more details about multi-PAN RCP support, refer to AN1333: Running Zigbee, OpenThread, and Bluetooth Concurrently on a Linux
Host with a Multiprotocol RCP.
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3 Getting Started with Development

This section assumes that you have downloaded SSv5 and the Silicon Labs OpenThread SDK, and are familiar with the features of the
SSv5 Launcher perspective.

The mainboard should be connected.

Note: For best performance in Simplicity Studio 5, be sure that the power switch on your mainboard is in the Advanced Energy Monitoring
or “AEM” position, as shown in the following figure.

Mighty Gecko ¢

MHz

SILICON LABS

HIRELESS STK
EHERGY FRIENDLY

DEBLG
20000000000 ZRERCC TN

INRRRRRNRNT 100 NaensdOl |

In these instructions you will compile and load a simple ot-cli-ftd application on two nodes. Section 3.4 Creating a Network describes
how to use the examples to create a network. Section 5.4 Network Analyzer describes how to use Network Analyzer to observe traffic
across the network.

When working with an example application in Simplicity Studio, you will be executing the steps in the following order:

1. Create a project based on an example.

2. Configure the project.

3. Build the application image and flash it to your device.

These steps are described in detail in the following sections. These procedures are illustrated for a mainboard with an EFR32MG12.

Note: Your SDK version may be later than the version shown in the figures.
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3.1 Creating a Project Based on an Example

Simplicity Studio 5 (SSv5) offers a variety of ways to begin a project using an example application. The online Simplicity Studio 5 User’s
Guide, available both through https://docs.silabs.com/ and the SSv5 help menu, describes them all. This guide uses the File > New >
Silicon Labs Project Wizard method, because it takes you through all three of the Project Creation Dialogs.

1. Open SSv5’s File menu and select New > Silicon Labs Project Wizard. The Target, SDK, and Toolchain Selection dialog opens.
Do not change the default Simplicity IDE / GNU toolchain supported by OpenThread.

[ ] [ ] New Project Wizard

Target, SDK, and Toolchain Selection
Select the target board, device, SDK, and IDE/toolchain to use for the project.

° Target, SDK ° Examples ° Configuration

Target Boards:
Search or Select
Wireless Starter Kit Mainboard (BRD4001A Rev A01) €3
EFR32MG12 2.4 GHz 19 dBm Radio Board (BRD4161A Rev A00) €3
Target Device:
Search or Select
EFR32MG12P432F1024GL125
SDK:

Select SDK
Gecko SDK Suite: Bluetooth 3.0.0, Flex 3.0.0.0, OpenThread 1.0.0.0 (Commit-f411a412bee), | ~

¢ Manage SDKs
IDE / Toolchain:

Select IDE / Toolchain
Simplicity IDE / GNU ARM v7.2.1 v

CANCEL BACK FINISH

silabs.com | Building a more connected world.
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2. The Example Project Selection dialog opens. Use the ‘Thread’ Technology Type and Keyword filters to search for a specific example,
in this case OpenThread — SoC CLI (FTD). Select it and click NEXT.

Example Project Selection
Select the project template to open in Simplicity IDE.

° Target, SDK ° Examples ° configuration
OpenThread and Bluetooth running on FreeRTOS.
[ Bluetooth (22)

[] Bluetooth Mesh (8)

[ Bootioader (14) OpenThread - SoC Sleepy Demo (MTD)
This is a sample application to demonstrate Sleepy End Device behaviour

D Proprietary (25) on an MTD using the EFR32's low power EM2 mode.

Thread (12)

[ zigbee (17) OpenThread - SoC Sleepy Demo (FTD)
This is a sample application to start and form a Thread network on an FTD

i Clear Fitt
Provider © Clear Fitter for the sleepy-demo.

[ Gecko SDK Suite v4.1.0 (12)

[ Peripheral Examples (0) OpenThread - SoC CLI (MTD)

. This is a very simple CLI application to test the OpenThread stack on a
Quallty © Clear Fiter Minimal Thread Device. This is equivalent to the ot-cli-mtd application in...
[J ALPHA (2)
[ Evaluation (0) OpenThread - SoC CLI (FTD)

This is a very simple CLI application to test the OpenThread stack on a Full

[] None specified (0)
Thread Device. This is equivalent to the ot-cli-ftd application in the...

D PRODUCTION (10)

i i Clear Filts
Project Difficulty @ Clear Filter OpenThread - RCP

This is a simple OpenThread RCP application. This is equivalent to the ot-

[ Advanced (10)
rcp application in the OpenThread GitHub repo.

[] Beginner (2)
Capability @ Clear Filter

[] Machine Learning (0)

CANCEL BACK m | FINISH ‘

3. The Project Configuration dialog opens. Here you can rename your project, change the default project file location, and determine if
you will link to or copy project files. Note that if you change any linked resource, it is changed for any other project that references it.

Click FINISH.

Project Configuration
Select the project name and location.

o Target, SDK ° Examples ° Configuration

Project name: | ot-cli-ftd

Use default location

Location: | C:\Users\CAOWENS\SimplicityStudio\v5.master.Staging_2269\ot-cli-ftd ‘ BROWSE ‘

With project files:
(O Linkto sources

@ Link sdk and copy project sources

O Copy contents

CANCEL BACK | NEXT ‘ m
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4. The Simplicity IDE Perspective opens with a description of the project on a readme tab. Click the <project>.slcp tab to open the
Project Configurator's OVERVIEW tab. See the online Simplicity Studio 5 User’s Guide for details about the functionality available
through the Simplicity IDE perspective and the Project Configurator.

- oy [

File Edit Mavigste Search Project Run Window Help

v Qvigd- | ® | R ~if~ -t o v | £# 8 fy Welcome £ Recent E Tools ¥, Install 8 Preferences [ | {3 Simplicity IDE 7 Launcher
[ Project Explorer X ES Y IE § = 0| dhotciftdsicp X \ [ README.md | =8
~ &S ot-cli-ftd [GNU ARM v10.3.1 - Default] [EFRIZMG12P4321 .
& nchutes ot-cli-ftd OVERVIEW
(= autogen -
(= config
ecko_sdk_4.1.0 : . . i i
o I Target and Tool Settings Project Details Quick Links
5 apph
main.c
i3 ot-cli-ftd.pinteol ‘
£ ot-cli-ftdslcp . ot-cli-ftd
] ot-cli-ftd.slps Mighty Gecko Tnis is a very simple CLI application to test the app.c
=/ README.md OpenThread stack on a Full Thread Device. This is
equivalent to the ot-cli-td application in the
OpenThread GitHub repo.
main.c
Categor!
< > gory
OpenTnread Examples
< >
- —-—— Preferred SDK README.md
[ Debug Adapters X | 5= Outline =8

= Gecko SDK Suite: Amazan, Bluetootn 3.4.0,
””””H”;::” ::‘ I“ Bluetooth Mesh 3.0.0, EmberZNet 7.1.0. u F.\ex
3.4.0.0, HomeKit 1.2.0.0, MCU 6.3.0.0, Micrium 0§
Kemel, OpenTnread 2.1.0.0 (GitHub-9a2d84a4b), Pin Tool
Platform 4.1.0.0, USB 1.0.0.0, W-SUN 1.3.0.0, Z-
Wave SDK 7.18.0.0

HPHREEARRB-EEEE

EFR32MG12 2.4 GHz 19 dBm RB (ID:440050128)

EFR32MG12P432F1024GL125
Wireless Starter Kit Mainboard (BRD4001A Rev AD1)

EFR32MG12 2.4 GHz 19 dBm Radio Board (BRD4161A Rev. Import Mode Memory Editor
A02 .
) Link sdk and copy project sources v
SDK ©
[2 Problems X ] 4" Search | 22 Call Hierarchy ‘ B Console Y § =0
0items
Description Resource Path Location Type
"

3.2 Configuring the Project

Silicon Labs OpenThread applications are built on a Gecko Platform component structure. Click the SOFTWARE COMPONENTS tab to
see a complete list of Component categories.

Note: All EFR32 parts have a unique RSSI offset. In addition, board, antenna and enclosure design can also impact RSSI. When
creating a new project, install the RAIL Utility, RSSI component. This feature includes the default RSSI Offset Silicon Labs has
measured for each part. This offset can be modified if necessary after RF testing of your complete product.

[ READMEmd o ot-cli-ftdslcp =g

ot-cli-ftd SOFTWARE COMPONENTS

Y Filter components by ¢ Configurable |:| @ Installed D & Installed by you |:| |2 SDK Extensions |:| RQuality ~ Q, search keywords, component..

v OpenThread
Antenna Diversity o
@cLl
Coexistence o
Debug Channel
NCP
NCP CPC
NCP SPIDRV E e ]
OpenThread Certification Libraries
OpenThread CoAP Certification Libraries
@ Platform Abstraction
Reference Device Configuration
Remote CLI

@ Stack (FTD) -]
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The project is configured by installing and uninstalling components, and configuring installed components. Installed components are
checked. Click Installed Components to see a filtered list of components installed by the example application.

Configurable components have a gear symbol. Select a component to see information about it.

) READMEmd | o ot-cliftdslcp | =5

ot-cli-ftd SOFTWARE COMPONENTS

Y Filter components by £¢ Configurable D @ Installed D 2 Installed by you |:| |2 SDK Extensions |:| QQuality ~ Q, Search keywords, component...

v OpenThread -
Antenna Diversity o | Stack (FTD)
@cu .
Coexistence o Description

This component provides the OpenThread stack for @ Full Thread Device (FTD)

Debug Channel

NCP Quality
PRODUCTION
NCP CPC
NCP SPIDRV o
N
OpenThread Certification Libraries DependenCIES

ot_stack_ftd requires 1 components
OpenThread CoAP Certification Libraries
» OpenThread

@ Platform Abstraction
Dependents

1 components require ot_stack_ftd

Reference Device Configuration

Remote CLI
» OpnenThread M

Stack (FTD)
X Uninstall

Stack (MTD)

If the component is configurable, click CONFIGURE to open the Component Editor.

For example, in the Stack (FTD) component you can enable or disable various stack functions. These are equivalent to build options that
can be specified to the makefile when building the sample applications in GitHub.

CJ READMEmd |k ot-clifidsicp | £ Stack (FTD) % | =@

Stack (FTD) <[> View Source Filss  ~ X

»

I Default OpenThread Stack Configuration

Thread Stack Protocol Version
‘OPENTHREAD_CONFIG_THREAD_VERSION

Thread 1.3 -

The following features require at least Thread Stack Protocol Version 1.2

Backbone Router CSL Auto Synchronization using data polling CSL (Coordinated Sampled Listening) Debug

» 9 »
CSL (Coordinated Sampled Listening) Receiver DUA (Domain Unicast Address) Link Metrics Initiator
Link Metrics Subject Multicast Listener Registration DNS Client (Thread 1.3)
DNS-SD Server (Thread 1.3) Service Registration Protocol (SRP) Client (Thread ~ Service Registration Protocol (SRP) Server (Thread

13) 1.3)
»
® »
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Any changes made are autosaved, and project files are autogenerated. Progress is shown in the lower right corner of the Simplicity IDE
perspective.

. ot-cli-ftd project generation task: (0%:) [ 5

3.3 Building the Project

You can either compile and flash the application automatically, or manually compile it and then flash it.

3.3.1 Automatically Compile and Flash

1. You can automatically compile and flash the application to your connected development hardware in the Simplicity IDE. After you
click OK in the Generation Confirmation dialog, the Simplicity IDE returns. Click the Debug control.

200 v5.rel.Staging_49 -
£ gfv S~ SERA : f Welcome D Recent 2% Tools ¥, Install ¥ Preferences
(3 Project Explorer &% BE®Y § = 0O ‘ e ot-cli-ftd.slep 32 j Stack (FTD)
¥ 125 ot-cli-ftd [GNU ARM v7.2.1 - Debug] [EFR32MG12P432
» [nIncludes OVERVIEW SOFTWARE COMPONENTS

2. Progress is displayed in the console and a progress bar in the lower right.

?! Problems ‘Q’ Search |:"° Call Hierarchy |E Console 23 ‘ J;L. T G==='> "g
CDT Build Console [ot-cli-ftd]

E-TIJ
i

W 2B =0

Building file: /Applications/Simplicity Studio.app/Contents/Eclipse/developer/sdks/gecko_sdk_suite/v3.0/util/third_party/openthread/src/cor
Invoking: GNU ARM C++ Compiler

arm-none-eabi-g++ -g3 -gdwarf-2 -mcpu=cortex-m4 -mthumb -std=c++@x '-DRTT_USE_ASM=8' '-DOPENTHREAD_CORE_CONFIG_PLATFORM_CHECK_FILE="openthr
Finished building: /Applications/Simplicity Studio.app/Contents/Eclipse/developer/sdks/gecko_sdk_suite/v3.0/util/third_party/openthread/src

Building file: /Applications/Simplicity Studio.app/Contents/Eclipse/developer/sdks/gecko_sdk_suite/v3.@/util/third_party/openthread/src/cor
Invoking: GNU ARM C++ Compiler

arm-none-eabi-g++ -g3 -gdwarf-2 -mcpu=cortex-m4 -mthumb -std=c++@x '-DRTT_USE_ASM=08' '-DOPENTHREAD_CORE_CONFIG_PLATFORM_CHECK_FILE="openthr
Finished building: /Applications/Simplicity Studio.app/Contents/Eclipse/developer/sdks/gecko_sdk_suite/v3.@0/util/third_party/openthread/src

Building file: /Applications/Simplicity Studio.app/Contents/Eclipse/developer/sdks/gecko_sdk_suite/v3.0/util/third_party/openthread/src/cor
Invoking: GNU ARM C++ Compiler
arm-none-eabi-g++ -g3 -gdwarf-2 -mcpu=cortex-m4 -mthumb -std=c++@x '-DRTT_USE_ASM=8' '-DOPENTHREAD_CORE_CONFIG_PLATFORM_CHECK_FILE="openthr

f-f 1115M [ | Launching ot-cli-ftd GN...- Debug: (4%) e &
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3. When building and flashing are complete a Debug perspective is displayed. Click the Resume control to start the application running
on the device.

[ ] of v5.ral.Staging_49 - ot-c-ftd/main.c - Simplicity Studio ™
S@is il BN S22 B0 ] 8 %y Wolcome Recent 8 Tools ¥ install X Proterences BY | & Launcher {} Simplicity 7
5 Debug " Project Explorer Sl BT 0|8 ot-cli-fdskp jsuuu FTO) (] malns £3 = 0 |y 32 |% 8 filfm L
¥ () Silicon Labs ARM MCU: EFRIZMGYZPAIZFI024GL12E TE |
¥ i at-cli-ttd.axf 775 int madnlint arge, char sargvll) Name Type Value
= main() at main.c:78 (x38a34 e 75 1 Wape [ o
TS otInstance winstance; "
BB - argv «char (]
E1 #if OPENTHREAD_EXAMPLES_SIMULATION
B2 if (setjmpigResetlump))
B3
&4 alarmid);
&5 #if OPENTHREAD_ENABLE_COVERAGE
BE __gcov_flush(};
67 @endif
BE execvplargviel, argel;
BR
98 gendif
91
52 #if OPENTHREAD_CONFIG_MULTIPLE_INSTANCE_EMABLE
a3 size_t otInstanceBufferLength = 8;
a4 uint8_t sotInstanceBuffer = NULL;
05 sendif
96
97 pseudo_reset:
o8
& console 22| [] Memory 2 Exocutables xR #AE-re=" B8

Pragram Output Console

Next to the Resume control are Suspend, Disconnect, Reconnect, and stepping controls. Click Disconnect when you are ready
to exit Debug mode.

‘00 @ _ v5.rel.Staging_49 - ot-cli-ftd/main
@i s > B|NE R @ ® Y LW fy Welcome #D) Recent E8§ Tools
H‘a’f Debug & |3 Project Explorer =] & § < O | & otcli-fidsicp | /7 Stack (FTD) | [¢] mainc 52
v {_} silicon Labs ARM MCU: EFR32MG12P432F1024GL125 76
v {2 ot-cli-ftd.axf 77=1int main(int argc, char *argv[])
= main() at main.c:78 0x39a34 » 78 {

3.3.2 Manually Compile and Flash

1. After you generate your project files, instead of clicking Debug in the Simplicity IDE, click the Build control (hammer icon) in the top

tool bar.
0@ v5.rel.Staging_49 - ot-cli-ftd/main.c -
A5y Qv S S F ' =R - A8 fywelcome D) Recent H88 Tools W install ¥ Preferences
5 Project Explorer 58 | 58 Y 8§ 7 0@ otcifdsicp | /P Stack (FTD) [§ mainc 3% '
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2. You can load the binary image through Project Explorer view.

Locate the <project>.bin, .hex, or .s37 file in the compiler subdirectory.

[{ Project Explorer £3 l =] 4.:'9 Y § = O
VI;_—‘C,,-ot-cIi-ftd [GNU ARM v7.2.1 - Debug] [EFR32MG12P432|
V:j:;? Binaries

> 3 ot-cli-ftd.axf - [arm/le]

> (2 ot-cli-ftd.bin - [unknown/le]

> G ot-cli-ftd.hex - [unknown/le]
¥ ot-cli-ftd.s37 - [unknown/le]

> @'].I Includes
P [=-autogen
> = config
P == gecko_sdk_3.0.0
P = GNU ARM v7.2.1 - Debug
> £ main.c
TP ot-cli-ftd.pintool
|=| ot-cli-ftd.slcp

|=| ot-cli-ftd.slps

Right-click the file and select Flash Programmer. Alternately, you may see a Flash to Device... option, in which case, you will need to

select a device to program, which should take you to the Flash Programmer dialog. The Flash Programmer opens with the file path
populated. Click PROGRAM.

® [ ] Flash Programmer
Change Device

Device
Board Name: EFR32MG12 2.4 GHz 19 dBm Radio Board
Board Name: Wireless Starter Kit Mainboard
MCU Name: EFR32MG12P432F1024GL125

Adapter
Name: No name (10.4.187.163)
Flash Part
File Type ° hex bin Base address
File

/Users/sachinch/SimplicityStudio/v5.rel.Staging_49/ot-cli-ftd/GNU ARM v7.2.1 - Debug/ot Browse...

Advanced Settings...

Erase Program
Flash Erase/Write Protection
° Select flash range ¥ 0x0 Al = ¥ 0x100000 A
Select default sections v 1 V| L
Protect Remove Protection
Debug Lock Tools
The unlock function only works using Silicon Labs EFM32 and EFR32 boards.
Unlocking the chip will erase all data on flash and SRAM.
Unlock Debug Access Lock Debug Access

@ Close
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34 Flashing a Bootloader

All Silicon Labs examples require that a bootloader be installed. By default, a new device is factory-programmed with a dummy bootloader.
If you have a new device, haven't cleared the bootloader region for your part or have a supported bootloader image already flashed on
your device, skip this step and continue with the next section.

With Silicon Labs OpenThread, the bootloader serves to start the application code within the image you created and flashed in the
previous procedure. Once you have installed a bootloader image, it remains installed until you erase the bootloader region for your device.

If you need to flash a bootloader, select a bootloader example and build and flash it as you would any application. See UG266: Silicon
Labs Gecko Bootloader User’s Guide for GSDK 3.2 and Lower or UG489: Silicon Labs Gecko Bootloader User’s Guide for GSDK 4.0
and Higher for more information.

3.5 Creating a Network

Depending on the example application, you may be able to interact with it through your development environment’s Console interface
using a CLI (command line interpreter). The console interface allows you to form a network and send data.

To launch the Console interface, in the Simplicity IDE perspective right-click on your J-Link device in the Devices View / Debug Adapters
Window. Choose Launch Console. Alternatively, from the Tools icon in the Simplicity IDE toolbar, menu in the Launcher perspective
select Device Console. To get a prompt on the Console, choose Serial 1 tab and press Enter.

[ Debug Adapters: 2 52 | 5= Outline | ] i
mﬂ e 1
% WO -ODEEEH|| u
» < EFR32MG12 2.4 GHz 19 dBm RB (ID:440151970) %:
Rename 1¢
1
Disconnect -
Start capture n
Start capture with options...

Upload application...
Upload adapter firmware...
Make a sniffer

~~1 Launch Console...

1« sniffer Configurator...

38 Device configuration...

|

To create a two-node network using the ot-cli-ftd example, flash the ot-cli-ftd.s37 application image on two separate nodes. Launch the
console for the two nodes and execute the commands given below:

Form a network
On Device A, enter:

> dataset init new

Done

> dataset commit active
Done

> ifconfig up

Done

> thread start

Done
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The previous commands should initialize the node with new network parameters and form a network. Check the status of the node after
a few seconds by executing the following command. The node should now be a leader.

> state
leader
Done

Check the network parameters by running the following command:

> dataset

dataset

Active Timestamp: 1

Channel: 18

Channel Mask: 07f££800

Ext PAN ID: 4e08d5129185b233

Mesh Local Prefix: fda6:83fa:7ccl:e809/64
Master Key: db5bf78c4bbd96605c6e55a32fa2c03ab
Network Name: OpenThread-2lec

PAN ID: Ox2lec

PSKc: 3be0de54e5d0£2cd5622de0716680588
Security Policy: 0, onrcb

Done

Attach a second node (device B) to the network

Note: Depending on the network parameters generated by node A (as seen above), update the channel number and the master key in
the following commands.

On Device B enter:

> dataset channel 18
Done
> dataset networkkey d5bf78c4bbd96605c6e55a32fa2c03ab
Done
> dataset commit active
Done
> ifconfig up
Done
> thread start
Done

The above commands should cause the node to attach to the network started by node A. Check the status of the node after a few seconds
by executing the following command. The node should now be a child (which will eventually update to a router).

> state
child
Done

Test network connectivity
For this step, compute Node B’s IP addresses and ping it from Node A as follows.
On device B enter:

> ipaddr

ipaddr
fda6:83fa:7ccl:e809:0:££:£e00:e000
fda6:83fa:7ccl:e809:8a39:6c2d:e3d:eabl
fe80:0:0:0:e443:0790:285b:2f5f

Done

silabs.com | Building a more connected world. Rev. 0.8 | 20




QSG170: Silicon Labs OpenThread Quick-Start Guide
Getting Started with Development

On node A enter:

> ping £e80:0:0:0:e443:b790:285b:2£f5f

ping fe80:0:0:0:e443:p790:285b:2£f5f

Done

>

> 16 bytes from fe80:0:0:0:e443:0790:285b:2f5f: icmp seq=2 hlim=64 time=21ms

The following figure shows the console at the end of the procedure.

BB docker-sagar.chinchani-p590. X 4

(& @ docbos002.silabs.com:5903/?password=sagar.chinchani&autoconnect=true&resize=remote T O e :

File Edit Navigate Search Project Run Window Help

(e [ - - f=1 v | . fy welcome D Recent §i Tools ¥ Install £ Preferences

B & Launcher {} Simplicity IDE d0 Energy Profiler &, Network Analyzer

[ Debug Adapters: 2 1 o= &2 bobmac_131_efr32 &2 & No name (10.4.176.27) R
P ECREg-FE B 1] No translation - Line terminator: | Cf| @ No translation - Line terminator: | €
'
» Hbobmac_ln_efrsz (1P:10.4.176.131) Serial 0 Serial 1 Admin Debug Serial 0 Serial 1 Admin Debug
>
> dataset 1nit new <
Done > dataset channel 18
> dataset channel 18
> dataset commit active Done
Done o
> > dataset masterkey d5bf78c4bbd96605c6e55a32fa2c03ab
' > 1fconfig up Done
Done >
> | > dataset commit active
> thread start Done
Done o
> > 1fconfig up
Wl F £E Bpr|™ 7 (m! > state Done
leader >
B8 Y § Done > thread start
> Done
» = Network Analyzer L dstasaE L
» 55 ot-cli-ftd [GNU ARM v7.2.1 Active Timestamp: 1 > state
Channel: 18 child
Channel Mask: 07fffsoe Done
Ext PAN ID: 4e08d5129185b233 P~
Mesh Local Prefix: fda6:83fa:7ccl:e809/64 > 1paddr
Master Key: dSbf78c4bbd96605¢c6e55a32fa2c03ab fda6:83fa:7ccl:e809:0:ff:feon:e401
Network Name: OpenThread-2lec fda6:83fa:7ccl:e809:8a39:6c2d:e3d:eabl
PAN ID: Ox2lec fe80:0:0:0:e443:b790:285b: 2f5f
PsKc: 3beedeS4es5dof2cds5622de0716680588 Done
Security Policy: @, onrch >
Done >
- | M| fliel z
— =

-f 4512M |
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4 Next Steps

Some next steps:

¢ Run additional cli commands supported by the ot-cli-ftd application (as covered in Chapter 3) to explore OpenThread functionality. A
complete list of OpenThread CLI commands can be found here: https:/github.com/openthread/openthread/blob/mas-
ter/src/cliREADME.md

e Compile and flash a different example application and explore the functionality it provides. For example, sleepy end device (SED)
behavior is supported by the sleepy-demo-mtd application. Some interesting details about this application have been covered in
section 5.3 Multi-Node Energy Profiler.

e Explore configuring one of the example applications to meet your needs. Much of the software configuration can be done through
components. Select a component to see more information about it and, check if it is configurable.

e Explore the documentation on the OpenThread developer documentation site.
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5 Development Tools

5.1 Simplicity Commander

Simplicity Commander is a simple flashing tool, which can be used to flash firmware images, erase flash, lock and unlock debug access,
and write-protect flash pages via the J-Link interface. Both GUI and CLI (Command Line Interface) are available. See UG162: Simplicity
Commander Reference Guide for more information.

] Sil‘t&licityﬁcmmander | = | = X |
[ Eile | Help
JLink Device |5/N 440048424 | €' IdinkSpeed |12000 kHz S
Flash MCU

- Binary File

Flash start address: | 00000000 5 Reset MCU after flashing Verify upload

Flash Erase/Write Protection

Write protect flash range 00000000 1| -» 00000000 =

| Lock Main Flash |7 Lock User Page

[RemcveProhecﬁon] [ Erase chip ]

Flash
Debug Lock Toals
The unlock function only works using Silicon Labs kits.
> Unlocking the chip will erase all data on flash and SRAM.
hed Unlock debug aooess] [Lock debug access
SWO Terminal

Silicon Labs J-Link Pro OB compiled Apr 20 2016 12:17:55

Figure 5-1. Simplicity Commander
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5.2 Pin Tool

Simplicity Studio offers a Pin tool that allows you to easily configure new peripherals or change the properties of existing ones. In the

CONFIGURATION TOOLS tab, click Open on the Pin Tool card or double-click the file <project>.pintool in the Project Explorer view.

[ BoN ) v5.rel.Staging_49 - ot-cli-ftd/ot-cli-ftd.pintool - Simplicity Studio ™
S B K v f=h £ {8 fy Welcome (D Recent 558 Tools ¥, install ¥ Preferences B £ Launcher |{} simplicity IDE | 4§ Debug s Network Analyzer
[75 Project Explorer 52 e Y § =0 | & ot-cli-ftd.slcp f Stack (FTD) P ot-cli-ftd.pintool £3 =0
¥ 25 ot-cli-ftd [GNU ARM v7.2.1 - Debug] [EFR32MG12P432 o - )
¥ i Binaries DefaultMode Port I/0: PORTIO Configure seacl ¥ 0
¥ 35 ot-cli-ftd.axf - [arm/le] —
> gut-cli-lsd‘bin - [unknown/le] = Pins | Functions | Peripherals '
> 0 ot-cli-ftd.hex - [unknown/le] O O O @ O O O O Pin # Pin Name Function Custom Pin Name Software Component
N M13 PAO USARTO_TX UARTDRY USART Dril
¥ {4 ot-cli-ftd.s37 - [unknown/le s
» l_'p‘ﬁludes‘ ! vl O o O O O O O O O L13 PA1 USARTO_RX UARTDRVY USART Dril
il
> autogen 000 00 coee Kis s UsatofTs SARTORY USART o
> (= confg 00O @® O Kiz  pas =
P =-gecko_sdk_3.0.0 - & J13 PAS GPIO mode Board Control : SL_B|
b (= GNU ARM v7.2.1 - Debug [ONONO) O 0 A2 A
> EJ main.c O O O J11 PA7
P ot-cli-ftd.pintool b : His PAB
2 ot-cli-ftd.slcp @ O @ 6 ::22 :‘;2
= ot-cli-ftd.slps O O ' O O E13 PB7
= = = E12  PB8
O O . D13 PB9
N - D12 PB10 GPIO mode Board Control : SL_B.
© @ D11 PB11 PTI_DCLK RAIL Utility, Packet Td
e c13 PB12 PTI_DOUT RAIL Utility, Packet Ti
(] . c12 PB13 PTI_DFRAME RAIL Utility, Packet T
s ci1 pB14
O O O . c10 PB15
e = = A5 PCO
[ Debug Adapters 52 | 3= Outline a | O O © O ® BS PC1
% KO RG-OEAR cs pC2
» MMEFR32MG12 2.4 GHz 19 dBm RB (IP:10.4.187.163) 125-pin BGA, 77 - top view) ;: Eﬁi
xA I A3 PC5
Zoom: L2 % u A RG PCAR
/2] Problems 4 Search ‘ 2° Call Hierarchy ‘ & console £ X R 28-8-=0

Program Output Console

Double-click a software component to open the Component Editor and configure that function. Pin Tool does not autosave.

5.3  Multi-Node Energy Profiler

Multi-Node Energy profiler is an add-on tool, with which you can easily measure the energy consumption of your device in runtime. You
can easily find peak and average consumption, and check for sleep mode current.

To profile the current project, drop down the Profile as menu in the Simplicity IDE perspective and select Profile as / Simplicity Energy
Profiler target. This automatically builds your project, uploads it to the device, and starts Energy Profiler.

e
%‘Q—

| vb.rel.Staging_49 - ot-cli-ftd/ot-cli-ﬂd.slc_p - §i
B R : =k & i ff Welcome D) Recent 8 Tools ¥, Install X Preferences
[_I 1 ot-cli-ftd GNU ARM v7.2.1 - Debug (Exx32 energy profile)

Profile As I
Profile Configurations... '
Organize Favorites...

1 Simplicity Energy Profiler Target

For details on how to launch the energy profiler or switch between Simplicity IDE and Energy Profiler perspectives, refer to UG343: Multi-
Node Energy Profiler User’s Guide.

@0 e Energy Profiler - Simplicity Studio ™

B # Launcher {} simplicity IDE % Debug 8, Network Analyzer A-Energy Profiler

= sleepy-demo-mtd.slep 53 =a

Quick Access v

ingle-Node | 2%~ Multi-Node

OVERVIEW
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For a node running the ot-cli-ftd application, the Energy Profiler capture should be as shown in the following figure:

[ NN ) Energy Profiler - Simplicity Studio ™

BS # Launcher {} simplicity IDE {%Debug A, Network Analyzer |A&Energy Profiler

__ - . o . ot-cli-fid.slep 53 = g
Quick Access  ~ Single-Node | “¥~ Multi-Node lew | [
S "‘© == 3 o w514 621.53 i OVERVIEW
Disy Node search Q Av RX/TX Bookmarks
Target and SDK
S

EFR32MG12P432F1024GL1

Wireless Starter Kit Mainboard
(BRD40D1A Rev A0T)

EFR32MG12 2.4 GHz 19 dBm Radio
Board (BRD4167A Rev AD2)

(B2 energy Profile flive) 3% |[E2 Eneray Profile (range) ¥ Debug Adapters: 2 G [l Change
| No name (10.4.187.163) C Function Energy Contribution (%) Threshold '~

I Project Details

| 720Mof950M [  Capture with adapter ...(10.4.187.163) === iy

Figure 5-2. Current consumption capture on a node operating in EMO (active) mode

Please note that the energy consumption results you observe may differ as the peripherals and their energy mode are highly dependent
on the specific device.

5.3.1 Energy Profiler with Sleepy-demo Applications

While the energy profiler can be used on any running project, a good example is the OpenThread — SoC Sleepy Demo (MTD) application
available with the Silicon Labs OpenThread SDK. It demonstrates Sleepy End Device (SED) behavior using the EFR32's low power EM2
mode.

For this exercise, you will create a two-node network using the OpenThread — SoC Sleepy Demo (FTD) and OpenThread — SoC Sleepy

Demo (MTD) application and monitor the current consumption on the sleepy node.

1. To build the OpenThread — SoC Sleepy Demo (FTD) and OpenThread — SoC Sleepy Demo (MTD) example applications, either
flash the precompiled demo applications as described in section 2.1 Demos or build your own application as described in section 3
Getting Started with Development.

2. Since the OpenThread — SoC Sleepy Demo (FTD) and OpenThread — SoC Sleepy Demo (MTD) applications are already config-
ured with default network parameters, flashing the applications should automatically form a 2-node network (without specifying any
additional commands). Accordingly,

e On Node A, flash the OpenThread — SoC Sleepy Demo (FTD) application. This should cause Node A to form a network.

¢ On Node B, flash the OpenThread — SoC Sleepy Demo (MTD) application. This should cause node B to attach as a Minimal
Thread Device (MTD) to the network formed by Node A.]

e Try testing network connectivity by sending a ping from Node A(FTD) to Node B(MTD) as described in section 3.5 Creating a
Network.
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3. Launch the Energy Profiler, start a capture on Node B(MTD), and press button 0 Node B’s mainboard.
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- &
= __F¥ . ;
WD R PR 4 R |

Pressing button 0 on the Node B(MTD) mainboard will cause the node to toggle between operating as a Minimal End Device (MED)
and a Sleepy End Device (SED) with the RX off when idle. As the node uses EFR32's low power EM2 (deep sleep) mode, current
consumption will significantly drop (from mA to pA range) as seen in the capture below.

@ L ] v5.rel.Staging_49 - sleepy-demo-mtd/sleepy-demo-mtd.slcp - Simplicity Studio ™
(B & Launcher {}Simplicity IDE 5 Debug A Network Analyzer | A& Energy Profiler

& sleepy-demo-mtd.sicp £2 = )

OVERVIEW
1 2 Target and SDK
g

| |

[

u\.

Il
L!'H'nwwn T R e

EFR32MG12P432F1024GL1

Wireless Starter Kit Mainboard
(BRD4001A Rev ADT)

EFR32MG12 2.4 GHz 19 dBm Radio
Board (BRD4161A Rev A02)

f:? Energy Profile (live) 33 E’; Energy Profile (range) B Debug Adapters: 2 = 08 Change
Contribution (%) b

No name (10.4.187.163) C Function Energy

| Project Details

1628Mof 950M  |[] | C/C++ Indexer: (83%)] -

Figure 5-3. Current consumption capture on a node operating in EM2 (deep sleep) mode

The regular spikes seen every 2 seconds (i.e. the sleep period) represents the tiny interval during which the node briefly wakes up to
send a data poll message to its parent, after which it goes back to sleep.
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Profiling can be paused by clicking Play. For further analysis, click one of the peaks, and zoom in with time axis (x-axis) and the
current axis (y-axis). Note that the maximum consumption may now be greater than it appeared on the diagram before you zoomed
in. This is because in zoomed-out mode, the displayed values are averaged. If you need exact values, always zoom in. To measure
average consumption, simply click and drag your mouse over a time interval. A new window appears in the upper right corner showing
consumption information for the given interval.

— - 1.99 76.34
Quick Access [@ Single-Node | ~¥- Multi-Node | MY Scope View i
114.82 23.04 42.20

Search G Current Voltage Anvg RO RXTE Bookmarks

770 AW

26.04 15.88
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Figure 5-4 Energy profiler capture on a node operating in EM2 (deep sleep) mode for a given interval

Multi-node Energy Profiler is also able to simultaneously measure the consumption of multiple devices. To start measuring a new device
click the Quick Access menu (upper left corner), select Start Energy Capture and choose the Multi-Node View. To stop measuring,
click the Quick Access menu, and select End/Save session.

Quick Access | (®) Single-Nod :-H'- Multi-Node |,:,_ Scope View
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To learn more about how to use this tool, see UG343: Multi-Node Energy Profiler User’s Guide.

5.4 Network Analyzer

Silicon Labs Network Analyzer is a packet capture and debugging tool that can be used to debug connectivity between wireless nodes
running OpenThread stack on EFR32 platform. It significantly accelerates the network and application development process with graph-
ical views of network traffic, activity, and duration. See the online Simplicity Studio 5 User’s Guide, available both through https://docs.si-
labs.com/ and the SSv5 help menu, for a guide to Network Analyzer.

The Packet Trace application captures the packets directly from the Packet Trace Interface (PTI) available on the Wireless Gecko SoCs
and modules. It therefore provides a more accurate capture of the packets compared to air-based capture.
To capture OpenThread packets using the Silicon Labs Network Analyzer:

1. In the Preferences window (Simplicity Studio > Preferences) , under Network Analyzer > Decoding > Stack Versions, select
the OpenThread stack option.

e e Preferences
Stack Versions & g
> General
> CiC++ Stack profiles (check to make default):
> Help Z-Wave

¥ Install/Update Auto-detecting decoder stack
¥ Network Analyzer Bluetooth Low Energy
Capture Configuration Custom Stack
Capture File Storage Connect stack

Connectivity Display Ember RFACE stack
¥ Decoding OpenThread stack
Bluetooth EmberZNet 6.7
Frames and Fields EmberZNet 6.6
Repur}s EmberZNet 6.5
Security Keys EmberZNet 6.4
Stack Versions EmberZNet 6.3
Transaction Groupe EmberZNet 6.2
Energy Profiler Integra EmberZNet 6.1
Ner Iconsl EmberZNet 6.0
Optional Dialogs EmberZNet 5.10
Stream Visualization EmberZNet 5.9
Tlmelwne EmberZNet 5.8
Wireshark EmberZNet 5.7
> R};n/li?ellaug ) EmberZNet 5.6
¥ Simplicity Studio 802.15.4 stack

P Adapter Packs
Crypto Profiles
Device Filtering

¥ Device Manager Show deprecated and older, rarely used, stacks
Energy Profiler Warning: This setting will affect only future capture sessions.
Launcher Existing live capture windows will not be affected.
Offline Content
Preferred IDE Restore Defaults Apply
@ E\'ﬂ E/ﬂ Cancel Apply and Close

2. Inthe same Preferences window (Simplicity Studio > Preferences), under Network Analyzer > Decoding > Security Keys, verify
the correct Network Master Key used by the Thread network has been added to the list of known keys.

3. Inthe Debug Adapters view, right-click the device that is running on a Thread network and start capture.

[#H Debug Adapters: 3 £2 ‘ =0 |

% % 5 XG-EERER
» 47 EFR32MG12 2.4 GHz 19 dBm RB (ID:440148975)
» «{» EFR32MG12 2.4 GHz 19 dBm RB (ID:440151970)

EFR32MG 12 2.,

Disconnect

Start capture

Start capture with options...

Upload application...
Upload adapter firmware...
Make a sniffer

-] Launch Console...
L« gniffer Configurator...

38 Device configuration...
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You should now be able to see the Thread traffic as shown below. Clicking the packets to see more details about its contents in the Event
Detail view (on the right).

[ NN ] v5.rel.Staging_49 - Live capture stream - Simplicity Studio ™
e® s Ea G @t e Slo M@l A @RNG AR =3+t TIZL b %8 fyweicome D recent i Tools & insta

B @ Launcher {}Simplicity IDE #xDebug |4y Network Analyzer M Energy Profiler

£ Preferences

[ Debug Adapters: 3 &2 ‘ = 0| & sleepy-demo-mtd.sicp a "live 8 =0
- % X0 R L0 B B B ||T2 coved itters... | AND | event.summary 1= "EFR Tx packet® && event.summary I= "EFR Rx packet” > © 6 H|
» & EFR32MG12 2.4 GHz 19 dBm RB (ID:440148975)
» & EFR32MG12 2.4 GHz 19 dBm RB (ID:440151970) |
PﬁEFR32MG12 2.4 GHz 19 dBm RB (IP:10.4.187.163) [... Al : - v L. -~
Time:223.110546s Real time:N/A Nodes:1 Event:EFR Tx packet B | §& EventDetail - B|

MLE crypto: ROOT, 5A C7 28 28 8F 93 C8 9C F2 C4 AD 15 3E AA AO CO
» |EEE 802.15.4 [16 bytes]
» BLowpan [3 bytes]
» Lowpan UDP [7 bytes]
¥ MLE Security [11 bytes]
Security Suite: 15.4 Security (0x00)
Security Control: 0x15
Key Identifier Mode: 4 byte source (2)
Security Level: Encrypted, 4 byte MIC (5)

:sms

4000

Transactions  total:0 shown:0 < 0
- Frame Counter: 0x00000002
Time Duratic Summary IPV6 Src IPvBDest  P# M# E# Error Statu Warning Full Sequence: 0x00000000
Key Index: 0x01
¥ MLE [33 bytes]
Command: Network Data Response (0x08)
Mie TIv_0: Source Address (0x00)
Length: 2
Source: 0x4000
E I (=] Mie Tiv_1;: Leader Data (0x0B)
7 = | Length: 8
||| R. 22 ru'ﬂ E.. A Co W D... (m MAC Src MAC Des Event error Event Wal‘ Partition Id: 0x284CA465
8 — S - Weighting: 0x40
g 221.10.. Packet  MLE Parent Request 76073.. FFFF Da:mznm CE
Tx count: 1, Rx count: 0 221.85.. Packet  MLE Parent Request 76973... FFFF Stable Data Version: OXE7
v ('I' Sender; 440148975 [12E5] L 223.11 Packet MLE Network Data Response 76973.. FFFF Leader Router Id: 0x10
Time: 325,110648 223.69.. Packet  MLE Advertise 76973.. FFFF Mie Tlv_2: Active Timestamp (0x16)
225.50... Packet MLE Advertise 76973.. FFFF Length: 8
Bytes: 3F 7D FD 04 00 00 228.75.. Packet  MLE Advertise 76973.. FFFF Active Timestamp: 1 sec, O ticks, U=false
Type: EFR Tx packet 235.61.. Packet  MLE Advertise 76973... FFFF Mle Tlv_3: Network Data (0x0C)
Status: 00 263.34.. Packet  MLE Advertise 76973.. FFFF
271.54.. Packet  MLE Advertise 76073.. FFFF Hex Dump [81 bytes]
305.95.. Packet  MLE Advertise 76973.. FFFF R T T T R T TE T
342.39.. Packet  MLE Advertise 76973... FFFF 76 7F 3B 01 FO 4D 4C 4D 4C A9 B4 00 15 02 00 00

00 00 00 00 0O O1 08 00 02 40 00 OB 08 28 4C Ad
65 40 54 E7 10 16 08 00 00 00 00 00 01 00 00 OC
06 OB 04 OB 02 4E F& ES EO 22 05 3F 7D FD 04 00
00

MLE decrypted (1 more)

&85 of 1740m [ Capture with adapter ...(10.4.187.163) == &

Figure 5-5. Thread Traffic Capture with Packet Trace

5.5 Crash Handler

When debugging crashes it may be useful to have detailed information about core registers, information about the C stack, and reset
information. This data can be automatically collected and printed on the next boot-up by including the OT Crash Handler in your pro-
ject.

sleepy-demo-ssed SOFTWARE COMPONENTS

Y Filter components by Q Search keywords, component's name

Th
v OpenThread Crash Handler

Install

» Internal
Antenna Diversity

@cL

Description
This component provides a set of APIs for printing crash info.
Coexistence In the case of a crash, this component captures the details and

prints them on the next reboot.

Crash Handler
Quality

Debug Channel PRODUCTION

Figure 5-6. Crash Handler Component
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The crash data is printed using the OpenThread logging system, meaning the output location of the crash data can be controlled by
modifying the value of the OPENTHREAD_CONFIG_LOG_OUTPUT configuration.

Example: Crash dump

[C] Platform------ : Reset info: Oxa (FLT)

[C] Platform------ : Extended Reset info: 0xA04 (USG)

[C] Platform------ : Thread mode using main stack (20000000 to 20001200), SP = 20001040
[C] Platform------ 1 1072 bytes used (23%) in main stack (out of 4608 bytes total)

[C] Platform------ : No interrupts active
[C] Platform------ : Reset cause: Usage Fault
[C] Platform------ : Instruction address: 8009272

[C] Platform------ : CFSR.UNALIGNED: attempted an unaligned memory access

[C] Platform------ : RO = 0x0804f518, R1 = 0x00000000, R2 = 0x00000000, R3 = Oxdeadb000

[C] Platform------ : R4 = 0x00000000, R5 = 0x200012f8, R6 = 0x080092a9, R7 = 0x00000008

[C] Platform------ : R8 = 0x20007923, R9 = 0xffffffff, R10 = 0x1fff1200, R11 = 0x00000000

[C] Platform------ : R12 = 0x20007e2f, R13(LR) = Oxfffffff9, MSP = 0x20001040, PSP = 0x00000000

[C] Platform------ : PC = 0x08009272, xPSR = 0x69000000, MSP used = 0x00000430, PSP used = 0x00000000
[C] Platform------ : CSTACK bottom = 0x20000000, ICSR = 0x00000806, SHCSR = 0x000f0008, INT_ACTIVEO = 0x00000000
[C] Platform------ : INT_ACTIVE1 = 0x00000000, CFSR = 0x778fc80f, HFSR = 0x01000000, DFSR = 0x00000000
[C] Platform------ : MMAR/BFAR = 0x00000000, AFSR = 0xe000ed34, Ret0 = 0x00000000, Ret1 = 0x080092b5
[C] Platform------ : Ret2 = 0x08038d4f, Ret3 = 0x08016f17, Ret4 = 0x08028cff, Ret5 = 0x08010973

[C] Platform------ : Dat0 = 0x08038c71, Dat1 = 0x7f33fbff,
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