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Overview

Bluetooth mesh enables Bluetooth devices to be used as a true mesh networking topology. It allows moving away from the typical
personal area network which Bluetooth is known for, and extending both the range and number of devices a Bluetooth network can
have. A smart home is a great example and use case for Bluetooth mesh as it can easily have 30-50 devices that are not necessarily
in the direct range of each other. With Bluetooth mesh, you can connect all these devices into a single Bluetooth network that covers
the entire home. Bluetooth mesh nodes can still support the existing Bluetooth LE topologies and use cases like point-to-point
connectivity and Bluetooth beaconing. This allows smart phones to be connected to the Bluetooth mesh networks to control and
monitor the Bluetooth mesh nodes as well other use cases such as indoor positioning and asset tracking.

Bluetooth mesh Nodes ! —
2

A Bluetooth mesh network can consist of different types of nodes: . ’

Relay: Capable of relaying messages from other nodes - essential in |

increasing the scale and range of a Bluetooth mesh network.

Proxy: Can act as proxy between Bluetooth mesh nodes and network

and a device that only implements the GATT bearer (Smart Phones).
Low power: Spend most of their lifetime in a low power sleep mode, o
only wake up and participate in communications once every four (4)

days. LPN need a node with a friend feature.

Friend: Cache messages for the nodes with low power feature until low w4

power nodes wake up and fetch the messages. Can also acknowledge

@ Proxy ® Relay @ Friend ® Low power

messages on behalf of low power nodes. Nodes with friend features

Key Features of Bluetooth mesh

Feature

Benefit

Mesh Node Types

All the node types specified for Bluetooth mesh are supported on Silicon Labs stack: Relay, Proxy, Friend,
and Low Power Node (LPN)

Provisioning For new nodes on mesh network, the provisioner and provisioned node can communicate over either PB-
Protocols ADV or PB-GATT bearers, ensuring compatibility for smartphones with Bluetooth LE and GATT support
GATT Services Both GATT services are supported in Silicon Labs Bluetooth mesh — Proxy and Provisioning

Wi-Fi Coexistence

Allows the Bluetooth mesh device to coordinate transmitting and receiving with the collocated Wi-Fi
device with reduced interference, and increased reliability

Certificate Based
Provisioning (CBP)

Use certificates to authenticate devices before provisioning, thus saving cost and time. Also, prevents
counterfeit devices from being provisioned into the network

Remote Provisioning
(RPR)

Easy way to provision even when the nodes are not in direct radio range of the provisioner, thereby
reducing installation cost and time

Private Beacons

Does not allow for static information in beacons to be shared outside of the network

Proprietary
Extension

Allows extended advertising on all 40 channels - increasing throughput by 10x

Simultaneous DFU
Upgrade

Standardize way to do simultaneous DFU for homogenous devices, reducing cost and time
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Silicon Labs’ Bluetooth mesh HW support Bluetooth mesh Target Applications

e Smart Home Lighting
e  Commercial Lighting
e  Switches
Initiat Distributor Node to ° Sensors
or be ° Plugs
updated e Hubs/Panels
e HVAC
xG21 e  Building Automation
- 512k,96k v x v v v v e Amazon Alexa applications
- 768k,96k 7 x v v v v e Echo devices
- 1M,96k v v v v v v
Bluetooth mesh Software / Stack / Tools
xG22
- 352k,32k x x x % x o Silicon Labs Bluetooth mesh SDK helps you
- 512k,32k x x v v v v build reliable and secure wireless mesh
applications for industrial and commercial loT
segments.
xG24
- 1536k, 256k v v v v v v Software features
SDK support for Mesh 1.0, and Mesh 1.1
xG27 Simplicity Studio IDE
- 768k,64k * * v v v v Both GATT Services

Bluetooth mesh Sample Applications
Wi-Fi Coexistence

Tool Chain — GCC and IAR

Support for all mesh node types

Needs external flash
2private Beacons

Silicon Labs’ Bluetooth mesh Development Kits ,
Links: Bluetooth mesh SDK

Silicon Labs’ Bluetooth development kits are divided into three
categories based on your development need: Learning Center
¢ Kits for experimenting
e Prototyping
e Developing your production product
For more information on the portfolio, check the link: Silicon Labs Secure Vault accreditations
https://www.silabs.com/bluetooth-kits Product security certifications

Whitepaper: Enable loT connectivity
Enable IoT connectivity with BT-mesh

Extending Bluetooth with mesh Networking
Webinar

Technical R
echnical mesources Bluetooth SoC and Module Selector Guide

Bluetooth mesh xG24 Technical Library Bluetooth mesh Selector Guide
Data Sheets, App Notes, and more

Bluetooth mesh Learning Center
Mesh Networking Learning Center

Bluetooth mesh xG22 Technical Library
Data Sheets, App Notes, and more

Bluetooth mesh API Documentation
Bluetooth mesh API documentation
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https://www.silabs.com/support/resources?query=EFR32xG24
https://www.silabs.com/support/resources?query=EFR32xG24
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https://docs.silabs.com/bluetooth/latest/
https://docs.silabs.com/bluetooth/latest/
https://www.silabs.com/developers/bluetooth-mesh
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https://www.silabs.com/whitepapers/enabling-ubiquitous-iot-connectivity-with-bluetooth-mesh-networking
https://www.silabs.com/security/third-party-accreditation
https://www.silabs.com/support/training/extending-bluetooth-with-mesh-networking
https://www.silabs.com/wireless/bluetooth/selector-guide
https://www.silabs.com/wireless/bluetooth/bluetooth-mesh
https://www.silabs.com/wireless/bluetooth/bluetooth-mesh
https://www.silabs.com/wireless/bluetooth?tab=kits

Bluetooth Network Lighting Control (NLC)

NLC is an intelligent network-based lighting control system that helps automate lighting management across a property and
leverages connectivity to improve energy efficiency, occupant experience, and building operations. It offers controls like
occupancy sensing, daylight harvesting, and continuous dimming and is also the first profile in the new mesh protocol
architecture as defined by the new mesh standard. The difference between the old mesh architecture (mesh profile) and the
new mesh protocol that allows for NLC has been showcased in the diagram below. As depicted in the updated diagram on the
right, the new mesh profiles sit on top of the network stack below the API and define standardized profiles based on different
use cases.

ication
Application Appl

AP

Mesh Profiles

Bluetooth Link Layer Bluetooth Link Layer

Implementing NLC can prove to be beneficial in the following ways:

e It can significantly improve energy efficiency and savings. Adding automated and dynamic controls to LED systems,
and using sensors to manage lighting control and operation can help monitor occupancy and natural lighting levels in
real time. This enables more efficient energy consumption by ensuring lights are only activated when and as
required.

e |t enhances occupant comfort/safety, improves overall occupant
experience, and helps improve building operations. NLC enables
more flexible workspace configuration, as it can easily adapt to the
property owner’s or occupant’s demands. lts ability to monitor lighting
systems in real-time can also provide insights on space usage.

e It promotes interoperability by allowing different profiles to seamlessly
co-exist and operate in a network while being in compliance with SIG
guidelines.

Occupancy
Sensor

Ambient Light
Sensor

Basic
Lightness

Dmming
Control

There are 6 lighting profiles that falls under NLC:

1) Occupancy Sensor Mesh Profile 1.0

2) Ambient Light Sensor Mesh Profile 1.0

3) Energy Monitor Mesh Profile 1.0

4) Dimming Control Mesh Profile 1.0

5) Basic Scene Selector Mesh Profile 1.0

6) Basic Lightness Controller Mesh Profile 1.0

As of 23Q4, Silicon Labs plans to support all the lighting profiles, except Energy Monitor, which will come in later.
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Smart. Connected.
Energy-Friendly.

loT Portfolio Quality Support & Community

www.Ssilabs.com/products www.silabs.com/quality www.silabs.com/community

Disclaimer: Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for
system and software implementers using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory
sizes and memory addresses referto each specific device, and “Typical” parameters provided can and do vary in different applications. Application examples
described herein are for illustrative purposes only. Silicon Labs reserves the right to make changes without further notice to the product information,
specifications, and descriptions herein, and does not give warranties as to the accuracy or completeness of the included information. Without prior
notification, Silicon Labs may update product firmware during the manufacturing process for security or  reliability reasons. Such changes will not alter the
specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the information supplied in this document.
This document does not imply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or authorized to be
used within any FDA Class Ill devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably
expected to result in significant personal injury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products
shall under no circumstances be used in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles
capable of delivering such weapons. Silicon Labs disclaims all express and implied warranties and shall not be responsible or liable for any injuries ordamages
related to use of a Silicon Labs product in such unauthorized applications. Note: This content may contain offensive terminology that is now obsolete.
Silicon Labs is replacing these terms with inclusive language wherever possible. Formore information, visit www.silabs.com/about-us/inclusive-
lexicon-project

Trademark Information

Silicon Laboratories Inc.®, Silicon Laboratories®, Silicon Labs®, SiLabs® and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, EFM®, EFM32°, EFR, Ember®,
Energy Micro, Energy Micro logo and combinations thereof, “the world’s most energy friendly microcontrollers”, Redpine Signals®, WiSeConnect , n-Link,
ThreadArch®, EZLink®, EZRadio®, EZRadioPRO®, Gecko®, Gecko OS, Gecko OS Studio, Precision32®, Simplicity Studio®, Telegesis, the Telegesis Logo®,
USBXpress®, Zentri,the Zentrilogoand ZentriDMS, Z-Wave®, and others are trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3
and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is aregistered trademark of ARM Limited. Wi-Fi is a registered trademark of the
Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their respective holders.

Silicon Laboratories Inc. 400 West Cesar Chavez Austin, TX 78701

SILICON LABS

www.silabs.com

Product Brief v1.0 Pg. 4


http://www.silabs.com/about-us/inclusive-lexicon-project
http://www.silabs.com/about-us/inclusive-lexicon-project
http://www.silabs.com/
https://www.silabs.com/products
https://www.silabs.com/about-us/quality
https://community.silabs.com/s/?language=en_US

	Silicon Labs’ Bluetooth mesh Development Kits

